8. CYBERSECURITY

You will:
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 identify possible threats;
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 learn how to protect computer against cybercrimes.

Cybersecurity

Cybersecurity is the security of computers and users’ information. It protects from cybercrimes.

Cybercrime

Crimes commited by computers or network is called cybercrime. Those who commit cybercrimes are called hackers. Hackers attack computers in diﬀerent ways.

The most common types of cybercrimes are:
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 computer virus;
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 phishing attack;
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 DDoS.

Computer Virus

A computer Virus harms computers. It can also spread itself to other computers. Sometimes it looks like ‘useful’ programs.

For example, threats can mask itself as security update. A computer virus can:

1. steal or delete your files;

2. control programs;

3. allow someone to control your computer.

Phishing

Another cybercrime is to send spam emails to reveal people’s confidential details. People can open the spam email and give their personal information. This is called phishing scam. Phishing scam can be something that seems like a trusted email. It can ask you to log into your account. But when you click the link, it takes you to a fake website.

If you log into the fake website, you can give your username and password away. Hackers can use your information to open your real accounts and steal information or even money.

DDOS-Attack

Hackers can attack websites with many computers worldwide. They use viruses and attack from millions of computers at the same time. In this case the victim can be overloaded and stop working. This kind of attack is called a Distributed Denial of Service (DDoS).

Keep in mind


Virus In Biology a virus is an organism that infects cells and uses those cells to copy itself. In the result, the infected organisms get ill and spread the virus to others. A computer virus acts similarly.

Activity


Pick one student in your class. Start asking diﬀerent questions at the same time. Increase number of questions and observe how the student replies.

1. What is the maximum number of questions this student can answer?

2. How can you link this activity with DDoS attack?

Software Licensing

A software license is a legal agreement that provides terms and conditions for using a program. Software must have a license before installation. But there is also an open source software that is free and does not need any license or legal agreement.

Keep in mind


You cannot use a licensed software without a license similarly. according to the Law of the Republic of Kazakhstan dated June 10, 1996 № 6-I «On Copyright and Related Rights».

Internet Safety Tips

A software license is a legal agreement that provides terms and conditions for using a program. Software must have a license before installation. But there is also an open source software that is free and does not need any license or legal agreement.

1. Use only licensed security programs to protect your computer!

2. Do not give personal information online (e.g. address, passwords, email address or mobile number).

3. Think carefully before posting pictures or videos of yourself. If you put such pictures online, other users will be able to use it. So it will not be yours anymore!

4. Never tell your passwords to anyone!

5. While using a social network, do not add to friends the people you do not know. They could be much diﬀerent than they look like.

6. Do not meet up in real life with people you met online. Tell your parents about people who suggest you to meet up.

7. Think carefully before you post something online!

8. Respect other people’s views, even if you do not agree with them.

9. If something online makes you feel uncomfortable, unsafe or worried, leave the website, turn oﬀ your computer and tell your parents immediately

Keep in mind


Today cybercrime generates huge problems. There are many companies and law organizations that provide cybersecurity. They work to make the Internet safer, but it is not enough.

You may think when someone hacked your computer, the issue is the computer security. But in 90% of cases it is a simple human mistake.

Literacy


1. Which ways of hacking do you know? Why do people hack?

2. How to protect your personal data?

Terminology
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 threat - қауып - угроза
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 to steal - ұрлау - красть
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 crime - қылмыс - преступление
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 to update - жаңарту - обновить
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 to infect - жұқтыру - заражать
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 to trust - сену - доверять
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 to spread - тарату - распространять
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 fake - жалған - фиктивный
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 to post - орналастыру - размещать
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 rules - ережелері - правила
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 to commit - жасау - совершать
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 spam - спам - спам
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 social network - әлеуметтік желі - социальная сеть

