[bookmark: _GoBack]Lecture № 7. Networks and telecommunications

Lecture purpose: to study bases of creation of telecommunication networks, stacks of protocols, technologies of connection to the Internet.

Lecture content: final devices, data transfer devices, transmission media. Types of networks. Stack protocols: TCP/IP, OSI. IP addressing. Wire and wireless network technologies. DHCP protocol. Technologies of connection to the Internet. Telecommunication technologies.

Computer networks provide the interaction of devices connected to the information transfer over long distances and its processing. Such interaction became possible when for the first time in 1969 between two nodes of ARPANET network the successful communication session came to the end. In recent years, computer networks were implemented into all spheres of socio-political life, extended worldwide and even went into space. Thousands of satellites provide inhabitants of the earth with continuous communication.

A computer network is a set of nodes (computers, terminals, peripheral devices) interacting with each other by means of transmission channels.
By scale computer networks are divided on:

· LAN (Local-Area Network) – the local computer networks (LCN) representing the combination of computers located in a limited aria. For LAN the specialized cable system is usually used, the wireless communication is sometimes used;

· CAN (Campus-Area Network) –campus networks integrating local area networks of buildings located next to each other;

· MAN (Metropolitan-Area Network) – computer networks of urban scale;
· WAN (Wide-Area Network) – large-scale computer networks;

· GAN (Global-Area Network) – wide computer networks, the most striking example is the Internet.

For larger networks, specialized wire/wireless communication lines can be also used or infrastructure of the existing public communication lines, first, the telephone is applied.

The information stream transferred over a network is called a network traffic. The network traffic in addition to the useful information contains the service data necessary for implementation of communication sessions.

The existing networks function in one of two modes: the single-sideband mode and broadband (usually single-sideband) one.

In the single-sideband network all communication bandwidth in each moment of time is used for transmission only one signal. Broadband networks allow transmitting several signals at the same time over one communication line (similar to how several television channels arrive simultaneously) over TV cable to the TV set.

[bookmark: page28]To provide accuracy and maximum convenience of information transfer network operations are regulated by a set of rules and the agreements called protocols and interfaces. Protocols and interfaces define the types of connectors and cables, signals, data formats, error checking methods, algorithms of operation of network interfaces and nodes and so forth.

Though there is a large number of devices and architectures for creating a network, all networks consist of similar hardware and software components including: servers; workstations; hubs; network interface cards; network ports; communication equipment (switches, routers, gateways); transmission media (wire/wireless); software drivers; network operating systems; network services; network applications.

The topology of physical and logical connections in networks differs on many signs, among which:

· transmission rate (high speed, low-speed);
· type of used cable (coaxial, optics, twisted pair cable);

· physical layout of cable (ring, star, point-to-point, bus, dots, mesh);
· format of packets (frames) (Ethernet, Token Ring, FDDI, IP);

· transmission media (wire/wireless, RRL). Topology of physical and logical relationships on networks differs on many signs among which:

· transmission rate (high speed, low-speed);
· type of the used cable (coaxial, optics, the twisted pair cable);
· physical layout of a cable (ring, star, point-to-point, bus, dots, mesh);
· format of packets (frames) (Ethernet, Token Ring, FDDI, IP);
· transmission media (wire/wireless, RRL).

7.1	Stack protocols: TCP/IP, OSI. IP addressing

A protocol is a set of rules and specifications defining the sequence and format of messages lying at one level of different nodes and which the network components exchange.

A set of protocols hierarchically organized and sufficient for the organization of communication of nodes in a network is called a stack of communication protocols. Communication protocols can be realized both software and hardware. The protocols of low levels are often implemented by a combination of software and hardware. While the protocols of high levels, as a rule, are purely software.

Protocols are implemented not only by computers, but also other network devices – hubs, bridges, switches, routers, etc. because, generally, the communication in a network is carried out not directly, but via different communication devices. Depending on the type of a communication device, the means realizing this or that set of protocols shall be built in it.

[bookmark: page29]The OSI model (Open System Interconnect) is the most known standard of the beginning of 80s offering to network developers a set of rules and instructions  for the development of OSI. The OSI model is divided into 7 levels enumerated bottom up:

1) Physical layer is responsible for conversion of electronic signals into the signals of data transmission medium (impulse of voltage, radio waves, and infrared signals).

2) Data link layer controls synchronization of two and bigger number of adapters connected to a uniform data transmission medium. For example, EtherNet protocol.

3) Network layer is responsible for the system of unique names and packet delivery in name that is for packets routing. For example, IP Internet protocol.

4) Transport layer is responsible for delivery of big messages over packet-switched lines. Transport protocols in the Internet can be UDP and TCP protocols.

5) Session layer is responsible for the procedure of establishment of the beginning of a session and confirmation (answerback) of arrival of each packet from the sender to the receiver. In the Internet, a session layer protocol is TCP protocol (it is placed at both the 4 th and 5th levels of OSI model).

6) Presentation layer of data transforms messages of the user to the form used by low levels by overcoming syntax distinctions (data compression or their encoding). An example of the protocol is Secure Socket Layer (SSL) providing confidentiality of data transfer in TCP/IP stack.

7) Application layer is responsible for ensuring access of application programs to different services and resources of a network. Examples of tasks of this level are: file transfer, e-mail, network management, etc. Examples of protocols – NCP of a stack Novell; SMB in Windows NT stack; NFS, FTP, SNMP, Telnet of TCP/IP stack (figure 7.1).

TCP/IP stack from system architecture point of view corresponds to OSI reference model and allows exchanging data on a network to the applications and services working practically at any platform including Unix, Windows, Macintosh and others. TCP/IP implementation of Microsoft corresponds to a four-layer model instead of a seven-layer model, as shown in figure 7.1.

Depending on the service type, one can use two protocols - TCP or UDP. TCP is responsible for reliable data transfer from one node of a network to another one. It creates a session connection-oriented, in other words, a virtual link between machines. Unlike TCP, UDP does not create connections.

Internetwork layer is responsible for data routing in a network and between different networks. Routers, which depend on a used protocol, operate at this level and they are used for sending packets from one network (or its segment) to the other (or other network segment). In TCP/IP stack at this level IP protocol is used.
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Figure 7.1 – Correspondence of OSI model and four-level TCP/IP model




[bookmark: page30]Each computer in TCP/IP networks has addresses of three levels: physical (MAC address), network (IP address) and character (DNS name).

Physical or local node address is determined by a technology by means of which the network containing the node is built. For nodes, being in local area networks this is a MAS-address of a LAN adapter or router port, for example, 11-A0-17-3D-BC-01. These addresses are assigned by hardware manufacturers and are unique addresses as they are controlled centrally. For all existing technologies of MAC local area networks – the address has a format of 6 bytes: high 3 bytes - the identifier of firm of the vendor, and low 3 bytes are assigned in a unique way by the vendor.

Networking or IP-address consists of 4 bytes, for example, 109.26.17.100. This address is used at the network layer. It is assigned by an administrator during configuring computers and routers. IP address consists of two parts: network numbers and numbers of a node.

A character address is DNS name, for example, SERV1.IBM.COM. This address is assigned by an administrator and consists of several parts, for example, of a name of the machine, name of the organization, domain name. Such an address is used at the application layer, for example, in FTP or Telnet protocols.

To determine a local address by IP address, ARP protocol of address permission is used. In local area networks, ARP uses broadcast frames of the link protocol for net search for a node with a given IP address.



[bookmark: page31]7.2 Wired and wireless networking technologies. DHCP. Technologies of connection to the Internet. Telecommunication technologies

Characteristics of main wire technologies are provided in table 7.1.

Table 7.1 – Characteristics of popular wire network technologies
	Network type
	Transmission rate,
	Cable type
	Topology

	
	Mbit\s
	
	

	Ethernet
	10
	Coaxial, UTP,
	Star, bus

	
	
	Fiber optic
	

	Token Ring
	4 or 16
	UTP, STP
	Star, ring

	Arcnet
	2.5
	Coaxial, UTP
	Star, bus

	FDDI
	100
	Fiber optic
	Star, ring

	CDDI
	100
	UTP, STP
	Star, ring

	ATM
	155-622
	UTP, STP, Fiber
	Star

	
	
	optic
	

	100VG-
	100
	UTP, STP
	Star

	AnyLAN
	
	
	

	100Base-X
	100
	UTP
	Star

	Gigabit
	1000
	UTP кат.5
	Star

	Ethernet
	
	
	



7.3	Control questions

1 What is the concept of OSI reference model?
2 What are OSI model levels and what functions do they perform?

3 What are the protocols, which are used at the transport layer?
4 What are the main access methods in the Internet?
5 What protocols are used at the network layer?
6 What attacks can occur on each of the levels?
7 What technologies belong to wireless technologies of the last mile?
8 What is an IP address?
9 What is a MAC address?

10 What is a DNS address?
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