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Konu: IP addressing. 
Goal:using sniffers to analyze network packets
Ensuring network security
Unauthorized access to PC information - involves anonymous reading, processing, copying, changing or deleting various viruses,including software that spoils, as well as information that contradicts the established rules for accessing information.
To protect your PC, various software methods are used that expand the possibilities of ensuring the security of stored information. A wide range of standard personal computer security features:
1.                 security tools for access resources using password identification (identification).
2.                 The use of encryption methods of different information.
3.protection from computer viruses and creating an archive
As a rule, when considering issues of information security, systems are divided into two groups: computer security and network security. Computer security refers to all data protection issues that are considered as a stand-alone system that is stored on a computer. These issues are resolved by databases, embedded computer hardware devices, and operating system tools. The concept of network device network protection and protection against unauthorized access are security issues when exchanging information between. However, the current problem with computer and network security is that it is difficult to distinguish between each other, they are very closely related to each other. Only network security requires its own profession. In some cases, you can use various effective methods to protect against internal access to an existing computer: for example, lock the keyboard or remove the hard disk and insert it in a safe. A computer running on a network cannot be separated from the public; it must communicate with other computers at all times. Therefore, protecting network security is a very difficult situation. Using another computer user running on the network should be logical. In this case, ensuring security leads to one idea – for each user, it is necessary to regulate network connections for each computer in the network. In addition to these problems, the network has another type of danger in its nature. Intercept, analyze data over the network, and create "false" traffic. The main part of network security protection will be aimed at preventing this crime. Problems of network security, the transition to the channel allocated from the corporate network more is observed in the course. (Internet, frame relay). As a network user, it is still rare for data providers to protect their data when transporting on the highway as a whole. This problem often leaves the user concerned about privacy, integrity, and access opportunities. The basic concepts of confidentiality, data integrity and access. A security system is, first, a protection against unauthorized access, second, it allows you to enter information into the data of its users at all times, and third, it reliably stores information and a system that ensures the immutability of data. Thus, by definition, a secure system is defined by secrecy, penetration, and integrity.
Confidentiality is a guarantee that access to sensitive data is granted only to authorized users. (These users are called authorized users).
Availability-a guarantee that authorized users have the right to access data at all times.
Integrity-the key to preserving reliable data, which ensures that data cannot be changed in various ways for unauthorized users.
To provide protection when connecting to the Internet with a specific IP address, IP filters are usually installed on routers. Their activity is to deliver data to the internal network on a clearly marked computer and over a clearly marked Protocol.
Task 1
In a TCP/IP terminal, the network mask is a binary number indicating which part of the network's IP address node belongs to the network address, and which part belongs to the dead end address in that network. Find the network address depending on the set IP address and network mask.
IP address: 145.92.137.88 Mask: 255.255.240.0
When writing a response, select the 4 elements of the IP address shown in the table, and enter the corresponding digits without a dot in the desired sequence.
A
B
C
D
E
F
G
H
0
145
255
137
128
240
88
92
Answer:BHEJA
Breeding:
Move the IP address and mask to a binary system and multiply them by each other.
 
IP address: 145.92.137.88 10010001.01011100.10001001.01011000
Mask: 255.255.240.011111111.11111111.111111.11110000.00000000
10010001.01011100.10000000.00000000
 
We convert the received number to a decimal system, 145.92.128.0 (this network address). According to the graph, we write the corresponding elements without a point, i.e. outside the GRAPH.
Task 2
If the network mask is 255.255.252.0 and the IP address of the computer in the network is 226.185.90.162, then the serial number of the computer in the network is_______?
Answer:
Breeding:
1. two octets in a network mask (an octet is the number of a mask consisting of 8 bits) are equal to 255, when converting to a binary system, 24 units are written, therefore, the first two octets determine the network address.
2. Convert the digits 252 and 0 in the network mask to a binary system.
25210=111111002,
010= 000000002.
3.convert the IP address to a binary system with the last two octanes.
9010 =010110102
16210 =101000102
4. write down the last two octets of the mask and the computer's network address:
11111100 00000000
01011010 10100010
10 10100010
With a dark color, we add the part starting from the indicated number 0, that is, 10101000102=67410
Task 3
Some internal 255.255.248.0. a mask is applied. How many computer addresses are used for this mask? Note:In practice, two addresses are not used for addressing the computer: the network address and the broadband address.
Answer:
Breeding:
1.     two octets in the mask are equal to 255, they are the address of the line. When converting to a binary system, there will be 16 units.
2.24810= 111110002.At the end, we get 3 zeros, and another 8 zeros-the last octet of the mask. Thus, 3+8=11 is zero, the address of the computer.
3.211=2048, due to the absence of two addresses, 2048-2=2046
Task 4
At the scene of the crime, 4 pieces of paper were found. Based on the results of verification, it was determined that fragments of the IP address are fragments. These parts are identified by the letters A, A, B, and C. Restoring the IP address.
Answer: Bawa
.64
2.16
16
8.32
But
B)
B
In
 
Breeding:
The IP address consists of 4 bytes. Each byte does not exceed 255.
Part A can't be put first, because the address doesn't start with a period.
After part B, you can Not put part C, since it should not exceed 255. Therefore, we put part B After part B. After part A, we cannot put part B, since we must not exceed 255. So [16] [2.16] [8.32] [.64]
162.168.32.64, i.e. the BVA.
Task 5
test.edu you can access the server using the HTTP Protocol demo.net the file is located. Fragments of the address of this file A, B ... It is encoded with the letters Z (see the table). Write a sequence of letters that encode the Internet address of this file.
 
A
test
B
demo
In
://
G.
/
D
http
E
.edu
G.
.net
Response: DEGB
Control question:
1. What types and classes of IP addresses do you know?
2. what are the differences between routing protocols and routing protocols?
3. On that corresponds to the distance vector routing and routing channel status?
4. Which routing methods you know?
5. what does clear routing mean?
 

